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 The development of technology along with the development of the era 

touches all aspects of life including the security system. The existence of 

security systems that are developing with the aim of security can be 

maintained better, such as in the storage of valuables carried out in safes. 

Layered security is carried out through four stages, the stages are RFID 

using a recognized card, fingerprint sensors using fingerprints of people who 

are allowed to access the safe, facial recognition with ESP32 Cam, and 

passwords via keypad. The security system must be carried out sequentially 

and correctly. If an error occurs in passing the security system up to three 

times, it must be repeated from the beginning again. Using the ESP32 

Microcontroller with resources from the power supply, this tool can work 

well to maintain the security of the safe in layers and will automatically open 

the safe door so that security can be passed correctly. 
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1. INTRODUCTION  

The rapid development of technology is reflected in the variety of electronic equipment used by 

humans. The development of technology certainly gives rise to new ideas and innovations, one of which is in 

the security system, such as the security of valuable storage places, namely safes [1]. Previous research on 

security systems but in rooms using 2 layers of security, namely RFID (Radio Frequency Identification) and 

Keypad [2]. Further research has succeeded in creating a layered security system that can monitor door status 

and user data via the web and database [3]-[5]. 

Then research in 2021, namely research on the design of a door security system using face detection. 

This study uses ESP32-Cam and an internet of things-based keypad [6]. Furthermore, research in 2023 on the 

Layered Security System on Doors using RFID, Finger Print and Keypad with Voice Output based on the 

Internet Of Things ESP32. It can be concluded that this study has made progress, namely layered security 

and the internet of things in its system [7]-[10]. 

Security like previous studies, namely using RFID (Radio Frequency Identification), a technology 

that uses radio waves to automatically identify an object in many cases, namely in the form of reading chips 

such as those in cards or other items. It has the advantage that it can only be read or read and written, does 

not require direct contact and functions in various environmental conditions [11]. Then in security, ESP32-

Cam is used which can detect faces through its camera. In the context of developing technology, the ESP32 

Cam has a feature that allows it to connect to the internet so that it can be based on the Internet of Things 

[12]. Security is also carried out using a fingerprint sensor that can recognize unique human fingerprints for 

each person. A fingerprint sensor is a tool that can record and then store the reading results for future 

identification [13]. The use of fingerprint sensors is generally on electronic devices such as smartphones, 

doors, attendance devices and various electronic equipment that require high levels of security [14]-[16]. The 

security used next is using a password that is input via the keypad. The keypad used is a 4x4 matrix with 8 
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pins for 16 buttons has a simple shape and saves ports for the microcontroller [10]. The microcontroller used 

is ESP32 which has been equipped with features to connect to wifi so that it can access the internet and has 

18 pins. Based on several previous research descriptions with the aim of development and better, research 

was conducted on the layered security system on the safe using RFID, fingerprint, ESP32 Cam Camera and 

keypad based on the ESP32 internet of things. This research consists of ESP32 components as a 

microcontroller, RFID sensor, fingerprint sensor, ESP32 cam camera and keypad which will be multiple 

security and will produce sound from the speaker when the door security password is correct and the door 

opens using the Selenoid door lock when successfully passing the security system.  

 

 

2. METHOD  

This research was conducted in several manufacturing processes. Starting from hardware 

manufacturing to programming on the Microcontroller used, namely ESP32. The tools and materials used in 

the research are generally designed like the block diagram in Figure 1 below.  

 

 
 

Figure 1. Block diagram of overall system design 

 

The system block diagram in Figure 1 illustrates the system structure consisting of several 

components with different functions. The microcontroller used, namely ESP32, gets its voltage source from a 

power supply that has been reduced in voltage through a step down. The input of this system is a sensor and 

security system tools in the form of RFID, fingerprint sensor, ESP32-Cam, and Keypad. And the output as an 

output is a DF mini player which is forwarded to the speaker and relay driver which will regulate the 

solenoid door lock as a lock for the safe door. This tool has a working principle of implementing all sensor 

functions consisting of an RFID module which is used as security to protect the safe by implementing the 

function of a card, then there is a fingerprint sensor on the second safe security system with fingerprint 

detection. Continued with the ESP32-Cam which also adds a security function using facial recognition on the 

safe, then the last security is the keypad which requires a password to be able to open a safe containing 

valuables or objects and has a high value. When there is a failure in carrying out the steps in opening the safe, 

the user has 3 chances of error before having to repeat the steps from the beginning. Then after all the input 

from security is correct, there will be an output in the form of an active speaker that emits a google voice that 

speaks and informs that the safe has been successfully opened and ends with the opening of the solenoid door 

lock through the conditions activated via the relay driver. All of these working principles are also explained 

in the following flowchart. 
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Figure 2. System flowchart 

 

Figure 2 provides a detailed explanation of the system workflow with a flowchart as a visual 

representation. The initial step is system initiation, namely all components are activated and prepared so that 

they are able to run system operations. 

 

 
 

Figure 3. Circuit Schematic 
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Figure 3 shows a circuit schematic with a breakdown of the relationships between components used 

in the system. This schematic is designed in accordance with the description in the block diagram which also 

reflects the relationship between components. As for the mechanical design of the hardware tool, it can be 

seen in Figure 4 below. Figure 4 shows the layout of the components used in this study, this design functions 

to determine the manufacture of hardware. 

 

 
 

Figure 4. Mechanical design 

 

 

3. RESULTS AND DISCUSSION  

In The results of this research start from the hardware that was created, the hardware results can be 

seen in Figure 5 below. 

 

             

 
 

Figure 5. Hardware Results 
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Testing is carried out starting with testing the components used such as power supply and solenoid. 

Testing on the power supply is done by measuring using a multimeter on the input, namely AC voltage and 

on the output, namely DC voltage. Can be seen in Figure 6 below. 

 

 
(a) 

 
(b) 

 

Figure 6: Figure (a) AC Input Voltage Measurement on Power Supply, Figure (b) DC Output Voltage 

Measurement on Power Supply 

 

Figure 6 shows the results of measuring the AC voltage (Alternative Current) or can be called 

alternating voltage which is the input of the power supply which is 234 VAC while the output voltage of the 

power supply in the form of DC voltage (Direct Current) is 11.99 VDC. It can be concluded that the input 

voltage of the power supply is a voltage of 220 VAC but in the measurement obtained a measurement of 234 

VAC, this can be caused by the PLN voltage in the voltage checking condition then the measurement of the 

DC voltage output of the power supply which produces an output voltage of 12 VDC. Furthermore, testing 

on the solenoid driver aims to see the work of the solenoid in maintaining the security of the safe door, 

carried out by measuring the voltage at the input and output to determine the driver voltage when working. 

The results are obtained as in Table 1 below. 

 

Table 1. Solenoid Driver Measurement Results 

Measuring point Measurement 

Input Voltage 11.95 VDC 

Output Voltage 11.57 VDC 

 

It can be seen in table 1 that the difference in reading between input and output does not change that 

much and the solenoid can be controlled and works well after being recognized through the driver. Until the 

final conclusion, the input voltage of the solenoid is 11.95 VDC and the output voltage is 11.57 VDC, and 

the solenoid can work well as a safe door lock. Furthermore, testing was carried out on the components that 

were programmed, namely on the safe-layered security components, namely RFID, ESP32-Cam, fingerprint 

sensor, and keypad. Testing was carried out to find out how the program that had been created was running 

and whether it worked according to the initial design. 

Testing began on RFID (Radio Frequency Identification) which can read cards that have chips. This 

is done by trying to read the card and the reading results are viewed via the serial monitor on the Arduino 

IDE. The RFID reader can read a value on a card that has RFID (Radio Frequency Identification) in the form 

of a card inside and get a value, namely a UID Tag code to be accessed on the RFID (Radio Frequency 

Identification) reader. The test was successful with the display in Figure 7 below. 
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Figure 7. RFID Serial Monitor View 

 

The serial monitor displays the UID of the card attached to the RFID, which is in the form of letters 

and numbers whose data has previously been stored in the program so that it can be read. In this test, the card 

UID is 79 97 7F 53. Furthermore, testing on the Finger Print sensor is carried out the same as in the RFID 

test, namely viewed through the serial monitor in the Arduino IDE application as in Figure 8 below. 

 

 
 

Figure 8. Serial Monitor Finger Print Display 

 

The description of the serial monitor display results in Figure 8 is as follows: the fingerprint is ready 

to read, then the tool will take the fingerprint in the form of an image and convert it into data. The read 

fingerprint will be tried to be matched with the existing data and the final result is a fingerprint that matches 

the user's fingerprint. As in the test results in Figure 8, the fingerprint used matches ID #3 on the system. The 

test was continued with the ESP32 Cam test, carried out by trying to access facial recognition on a 

recognized face with an unrecognized face. Can be seen in Figure 9 below. 

 

 
(a) 

 
(b) 

 

Figure 9: Figure (a) Testing on familiar faces, Figure (b) Testing on unfamiliar faces 
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Testing is done on recognized facial data, then testing is done on unrecognized facial data so that it 

can be known for sure that the ESP32 Cam can work well. Then the test results are also seen from the serial 

monitor on the Arduino IDE. 

 

 
 

Figure 10. ESP32 Cam Facial Recognition Serial Monitor Display 

 

In Figure 10, it can be seen that initially the ESP32 Cam did not detect any users, then there was a 

user whose face was recognized as Face ID 1 after matching with 5 samples and declared as a user. 

Meanwhile, if the prospective user's face is not recognized, it will not be detected and declared as an intruder. 

The final test was carried out on the Keypad, in the same way as the previous security layer, namely viewed 

via the serial monitor. The following is a display of the Keypad serial monitor. 

 

 

 
 

Figure 11. Serial Monitor Keypad Display 

 

In Figure 11, the password input, namely the password "12345" is the correct password with the 

output from the serial monitor display when the keypad inputs the correct password or password, there will 

be output text on the serial monitor. From the results of the tests that have been carried out, it can be stated 

that the components can work properly. 

Furthermore, testing is carried out as a whole in sequence from the layers of security that have been 

created. Having a security sequence from RFID with a card, fingerprint reading via a fingerprint sensor, then 

face recognition with ESP32 Cam, and ending with inputting a password via the keypad. The results of the 

overall system test can be seen in Table 2. 
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Table 2. Overall System Test Results 

Condition 

Input   

Card 
Finger 
Print 

User Face Password Information 

Card 

Recognized 
✓ - - - Continue to Finger Print 

Card Not 
Recognized 

✓ - - - Repeat card usage 

Fingerprint 

Recognized 
- ✓ - - Proceed to Face ID 

Fingerprint 
Unrecognized 

- ✓     

Repeat the fingerprint reading, if the 

error occurs 3 times, repeat the use 

of the card. 
Face 

Recognized 
- - ✓ - Continue to Password 

Face 

Unrecognized 
- - ✓ - 

Detected as Intruder, if the error has 
been repeated 3 times from card 

usage 

Password 
Correct 

- - - ✓ The Safe Door Will Open 

Password 

Incorrect 
- - - ✓ 

Repeat entering the password, if the 

error occurs 3 times, repeat using the 
card 

 

From Table 2 the test results can be concluded that the input must be started with RFID first then 

continued with fingerprint then facial recognition and ended with password input via keypad, without making 

a mistake 3 times then DFPlayer mini will be active by providing output on the speaker in the form of google 

voice. Then the door will open automatically. 

 

 

 

4. CONCLUSION  

Based on the data and results of the tests that have been carried out, it can be concluded that the tool 

can function well based on the desired design. The components of the tool such as the power supply and 

solenoid can work well. Then the components designed as a security layer, namely FID, fingerprint sensor, 

ESP32 Cam, and Keypad have been tested individually and then tested sequentially according to the research 

design and also work very well. Testing of the safe security layer is carried out using cards, fingerprints, 

faces, and passwords that have been programmed and the data stored in advance so that it can be recognized. 

The tool as a whole can work well to maintain the security of valuables stored in the safe. 
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